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Abstract
This project digs deep into issues of accessibility, education, and transparency
for those who create health data. By using surveys, interviews, user testing, and
secondary research, this project aims to both provide a possible solution while also
underlining the market resistance to a more equal exchange between consumer and
producer. Data collection is a part of everyone’s lives. Privacy is a hot topic. Many
people misunderstand data use, and it seems corporations are taking advantage of
that. Our bodies and our devices produce and create data, and that information is
then used for research, profit, or general consumer benefit. This is just as true when
it comes to medical data. Though it is protected information, patients do not know
how it gets used, who uses it, and do not have comprehensive access. Legally, we
should have access to our medical records, yet there is no way to view information
in a comprehensive way in one place. It gets harder and harder to remember years of
medical history for yourself, let alone family history, some of which may be crucial to
diagnosis. Some patients have been charged for unknown bills, with no way to track
down the entity that ordered those costly tests. There is currently no way to see if
and how data from wearable technology is adopted into health records. The lack of
comprehensive record availability to view patient histories and the lack of accessibility
to programs like wearable technology highlight the limitations of electronic health
records (EHR) and hospital systems that silo information.
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Introduction
I’m sitting in the waiting room of my new doctor’s office, and all I can smell is linoleum
and antiseptic. The walls are a Prozac blue, remnants of the studies of thousands
of people deciding that blue is a calming color (it also, helpfully, contrasts with the
color of blood). I scroll Instagram as I wait for the intake nurse to come and get me.
Advertisements for new drugs weave in and out of my friend’s updates about their
vacations to warmer places. After what seems like hours beyond my appointment
time - though it’s only about 30 minutes - I get called back to get my yearly check-up.
I go through my medical history, as best as I can remember. The nurse tells me not to
worry if I get anything wrong, they will just get the records from my old physician. I
fleetingly wonder how this is possible knowing that my last primary care physician died
four years ago. The entire intake process takes about half an hour out of my already late
starting appointment. I’m asked to wait for the doctor to come in. About 20 minutes
later, my doctor repeats half of the exams I was asked about. We discuss sexual health,
how I’m eating, sleeping, and what my mental status is. On the way out I stop by the
billing desk, where I hand over my insurance card. It connects with the system after
some fumbling with my last name, and I’m asked to pay a co-pay of $20.
For the next two days, I get advertisements for sexual health prescriptions,
habit changing applications, new and better insurance plans. I receive an email from
the new doctor’s office asking me for my previous physician’s information, citing that
they are using a different electronic medical records system and saying that my old
charts have to be faxed. The words spoken, typed, touched, and relayed result in a
cacophony of new information, pushing me to question the basis of my decision to go
to the doctor. Why is my information suddenly available to so many different sources?
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Interview 1
How do you generally define privacy?
Privacy is knowing that what belongs to me is controlled by me, or information about
me is only shared when, where and to whom I decide to share it with. Also a lack of
surveillance.

How would define data thats owned by you?
Theres are two things that come to mind; data that is generated by me or data that is
specifically about me (facts that I didn’t make myself).

At what point do you consider that your privacy has been violated?
It’s hard to talk about without getting super specific. For example, if Apple was hacked
and everyones iCloud accounts were leaked, that would feel super violating, but I don’t
feel violated by giving my data to Apple. Consent almost doesn’t matter in that case,
because if hackers are going to hack, then it feels like the questions is more about
security than it is consent.

Word association testing, October, 2019
Working to understand the relationships between the
stakeholders of health data.

Say you went to the doctor and received a diagnosis, and then the doctor
used that data without any other identifying factors. They then used
that information develop a new drug which was commodified. Would
you feel like that was a violation of your privacy, and would you want
compensation?
I would say that the monetization and the use in research doesn’t bother me. I would be
more worried about the data set they have access to. It would make me feel weird if my
biometrics were eventually used to develop a drug that may have a bad effect on a key
population. Because they used data that is from me to affect people like me, that data
extraction is biased and has a biased effect that I wouldn’t agree with. It’s less of me
getting something from it and more a lack of permission to make these decisions and
developments in a direction that makes more inequality.
Anonymous
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Survey
How often do you visit a medical practitioner?
0-3

67%

10+

1%: 65+

22%

4-6
7-9

1%: 55-65
1%: 45-54
5%: 35-44

Age:

2%
7%

Which healthcare type best describes
where you go to be seen by a health practitioner?
73%

33%: 18-24

55%: 23-34
Source: Survey conducted October 2020
71 Responses; Medical Record Survey; Anonymous
Self Run

19%
7%

10

Clinic

Other

Hospital
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Survey

Was the record available over the Internet?

Did you have to
have permission?

Have you ever had access
to your medical record?

34%
Yes

65%

No

I don’t
know

Yes

Would you want immediate access
you medical record?
totoyour
5%

No

95%

No

Yes

Yes

I don’t No
know
Would you want to know where and why
your health data was being used?
5%
No

95%
Yes

These responses helped better understand the problem of access, and later
surveys help me better understand the issue of trust. Though this survey was
in the beginning, I keep reaching back for it to help frame the goals that I
started off with.
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Experiment 1

January 3rd, 2019:
...		 ...
6:30		
Snoozed alarm
6:37		
Snoozed alarm
6:48		
Snoozed alarm
7:13		
Opened Spotify
7:20		
Clicked on Hall and Oates
7:21		
Locked phone
7:35		
Clicked Pause
7:37		
Connected to bluetooth
7:40		
Clicked Play
7:46		
Clicked new Daily episode
7:48		
Opened Datox
7:50		
Bought Starbucks
7:51		
Closed phone
8:04		
Disconnected bluetooth
8:10		
Received text
8:14		
Opened Twitter
8:20		
Liked KellyHanson43’s tweet
8:24		
Close Twitter
8:25		
Opened email
8:32		
Sent email
8:37		
Closed email
8:40		
Sent text
8:41		
Received Text
8:43		
Received Text
8:43		
Turned on DND
8:45		
Received Text
9:30		
Turned off DND
9:30		
Returned text
9:50		
Opened Spotify
9:52		
Clicked play
9:59		Closed Spotify		
9:59		
Opened Datox
10:00		
Bought cup of coffee
10:01 		
Locked phone
…		 …
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It is a rough morning. The weight of the day pressing down on my
chest. I keep shutting out that annoying sound to get back to sleep,
avoiding reality around me. Eventually I get up, and walk to the
bathroom and brush my teeth. I open up Spotify on my phone,
looking for my morning playlist, but settling on the Hall and Oates
album I’ve been really feeling recently. I’m on a time crunch knowing
I need to be at class by 8, so I opt to drive, connecting my phone to
the car’s bluetooth system, and switching on the Daily. The episode
is interesting, talking about how the new system of data currency is
shifting our economy towards a more egalitarian view of data, and
how it has opened a market exchange between the producer and
the consumer. I pull up to the Starbucks drive through and open my
Datox app, choosing to pay with the 630 points of consumer data I
have produced in the past 6 hours. Lattes are getting so expensive.
Rushing to get to class, I get there a few minutes late (though of
course the professor hasn’t started yet). I check Twitter and my email,
filling the time and producing clicks, and respond to text from my
mom. Eventually class starts, and I put my phone on do not disturb,
not wanting data to be produced when I’m supposed to be focused
in class, especially now that the school has opened up currency
options. A break arrives, and I plug back into my tunes, opening
up Spotify as I walk to the nearest coffee shop. I pop open Datox
again, this time paying with 240 points of health data I produced
with my Fitbit, knowing I don’t have enough consumer data to cover
the cost at this point.

What would it be like for you to engage with a market that exists in the
shadows? What if you had agency in the sale of your own data? Many
companies exist for this purpose, and seem to exist in the shadows. This
experiment put that to the test. Some people I spoke to liked to engage in data
as currency, but most didn’t want to think about it like money.
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Experiment 1

Datox App, November, 2019
Visual representation of a data market app,
allowing the user to exchange data as currency
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Experiment 2

As you move through the day, the things you interact with do a dance
of their own. Phones measure distance, store information, communicate
with one another. The phone in your pocket pings the phone next to it,
alerts the cell tower of a bad signal, and stores information that you
have put into it. Computers reach out to wifi signals and “talk” to other
devices around them. They interact with each other as much as you
interact with them, this dance keeping information flowing from place to
place, devices swirling and pivoting between one another in a courtship
ritual. Do I want to connect with them? What do they have to offer?
These little moments in the wild get collected, and shared to define
the dance of each of our lives. They leave the confines of the devices,
observed like animals behind the glass, and get analyzed to better
understand their nature. The infinite dances observed get sent to others
as examples of a pattern, the enticing possibility of prediction touching
at the patterns edges. These informational artifacts can be very valuable
to anyone looking to better understand how our patterns change and
alter, how they can help or hinder, or possibly to just find a way to
garner a profit. These dances represent pieces of the whole, produced
by those who do not understand how these devices connect, and can’t
even see the dance themselves.

Walking down the street, I plug in my headphones and try to block
out the rest of the world. I’m just trying to get to the cafe to pick up
some quick breakfast before heading into work. I pick up my phone
to check the time, rejecting the option to connect to the various wifi
connections around me. The music drowns out the voices of the
people I pass. I swipe between songs looking for a good morning
wake up album to get moving to. As I do, I can see the other music
that my friends listen to, and the app makes recommendations based
on their habits. I ignore the suggestion, the ticking clock running my
life as I continue to be later and later for work.
I stop in the coffee shop and notice the crowd of people
sitting, enjoying their coffee and pastries, taking the time to open up
their computer or send a text. It seems lovely, but I don’t have the time
to give. I pay with my phone, choosing to carry only my phone over
my phone and wallet, and hit the road. I’m buffeted by the wind as I
walk, a thin layer of clouds barely concealing the light of a rising sun.
I feel my phone vibrating with notifications, but knowing better than
to try and look at my phone, walk, drink coffee, and avoid traffic, I
ignore them. The music shifts to something a little more appropriate
for the spring-like weather, and it pushes me forward. I make it to the
front doors of work, scan my phone-ID to get to the elevator, and
open up my phone to check how many data transactions I’ve made
today, and to answer those pesky texts.

If the issue is a squeamishness around the commodification of data, how about
exposing the system itself? The three iterations of this experiment revealed
that people want to be able to take action if you show them the system. Just
viewing it in action breeds anxiety, while being able to give and take away
consent results in empowerment.
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Experiment 3

The journey of a dot through the world is fraught with intrigue. The dot
represents someone’s entire life, moving up the line of the northeastern
corridor being poked and prodded by the networks around it. This
dot that contains all of the information available within the high-tech
world we live in weaves its way northward. As it moves, each local
wifi network pings it, recognizing its movement along the tracks of the
commuter rail. They know which way the dot travels, how it travels,
what other dots are traveling with it. They see the movement quicken
and slow, stopping at each of the stations, timing the journey to give
insight to the efficiency of the train. They see the dot move off the train
(at a much slower pace) and stop at a restaurant. They watch as the
dot moves underground, waiting for the subway with a new set of dots,
some that haven’t left that station in days. The free antennas in the
underground subway show what is showing up on this dot; the games,
images, news stories and text messages. Dot communicating to another
dot. Eventually they see the dot come above ground, walking through
the campus of Harvard. The dot receives advertisements for Harvard
post degree programs and theatre discounts. The dot keeps moving up,
slowly weaving its way through the streets, stopping at a coffee shop,
connecting to the wifi and sending a network of clicks and texts, filling
out the profile of the shade behind the dot. What they don’t see is the life
the dot lives, the sights the dot sees, the relationships the dot builds. They
only assume the dot is meant to create data, not to represent something
bigger.

The trip up the coast between the urban spaces can be absolutely
mundane if taken many times. I move up the line, stopping in the
same towns every trip, seeing the weather from the safety of my
seat. I watch folks get on and off, donning the same blank face I
wear. My phone keeps me company, allowing me access into the
great worlds of the internet, games, and communication. I know that
using the train’s wifi might cause some privacy issues, but I get on it
anyway to avoid using costly phone data. I stream a show to pass
the time, read a book, download a magazine, just getting something
to distract from the buzz of the train car and the chattering of the
passengers. I arrive at the station, and quickly transfer to the subway
to get uptown. Luckily, the city has antennas within the system so that
I can access my phone while I figure out where I need to be going
once I get off. The anxiety of getting lost appeased, I plug in my
jammer, knowing the data tracking that happens all over the urban
spaces. I ride the train, gazing out the windows as the bright sun
pushes its way into the semi crowded car. My stop arrives and I take
out the jammer to double check my location. The blinking dot shows
where I am, and tells me to go north, and not thinking to jam again,
I make my way. A few advertisements for some shows at the theater
come up on the screen. The setting sun flickers through the buildings
as I get a cup of coffee, connect to the wifi, and text my friends.

Jammer Design, December 2020
How a consumer jammer object is
designed on an iPhone
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What about ignoring the system all together, and disconnecting? Can you
provide a device to do that? After pull together loose research around hacking
devices and wifi jammers, it seemed like there is a way to keep you devices
from being tracked via geolocation. In a studio review, many students were
interested in the convenience and safety, but weren’t interested in the physical
component.
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MBTA Journey, January, 2020
Path from Providence to Boston

This map is my own personal journey up the northeastern corridor between
Providence and Boston. The graphic represents the proportional wifi pings (or
phone to server connections) that occurred at each stop measured with the
program Wireshark.
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Analysis
These experiments have allowed a better understanding of how information
moves between and along the underground market, and gives a glimpse of
what control could look like. For those who have seen these experiments and
their subsequent deeper ideas, there have been mixed reactions. Some feel a
heavy burden of anxiety when they recognize the sheer amount of data that
is being pulled from our tech. They don’t want to know the information their
dot collects and distributes. Some feel empowered by a structure to view and
perceive the data market. Others are willing to accept the data transaction as
the price for convenience.
This information can seem so boring until you see how you create
it. Moving through your day, you use your phone to communicate, pass the
time, or document your life. What you didn’t see were the connections and
traces made without realizing it. The connections these make bring us closer
together, create relationships and allow for deeper communication
with one another.
These connections also result in actions the consumer does not see, creating
a market for data exchange. Exposing the market allows consent to enter
the picture. This is not to say that something should disrupt the dance of
connecting information completely, but rather the consumer having the
choice to disconnect the dance from the observation of those unwanted. The
consumer gains a level of control over the data they produce, rather than only
being able to, at best, observe the results.
This shows a need for exposure, access, and control for the consumer.
With access, we all can watch the beautiful dance, or we can filter out who
can and can’t glimpse into our lives. Ultimately, though in many ways data is
a partnership, it is created by us, and we should get some say into how it gets
used. Showing you the dance is just as important as you being able to choose
who dances.
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Interview

Interview 2
How do you generally define privacy?
That’s a good question. I don’t know any more. That line for me is very confusing.

At what point do you consider that your privacy has been violated?
I think when somebody discovers something about me that I didn’t willingly disclose.
A factor of consent. I think the problem is most of the things I’m thinking about in
regards to this question are fairly intimate things, things that have to do with identity.
I have a hard time answering this question because its hard to even define what privacy
means anymore, you know? Healthcare and privacy don’t necessarily bother me
because I am a statistic and a number, and not seen as a holistic person. It matters to
me less then.
Say you went to the doctor and received a diagnosis, and then the doctor
used that data without any other identifying factors. They then used
that information develop a new drug which was commodified. Would
you feel like that was a violation of your privacy, and would you want
compensation?
If I spend so much money on my healthcare, getting things checked, and they are using
it to get money that is never coming back to me, it is quite annoying. I think I would
want monetary compensation in response if I found out about that.
Anonymous
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Amount Confident

4%
22%

27%

Use users’ personal info in ways
they feel comfortable with

Very
Somewhat
Not too
Not at all

47%
4%
21%

32%
Be held accountable by
government if they misuse
users’ personal data

43%

Surveillance/Transparency
These pieces show many how surveillance works throughout our
digital world. As many have said, the internet is a “wild west” in
which opportunities for gain and loss are plentiful. We exist in this
space out of convenience, but we don’t understand what we give up
in order to get there. We march deeper into the abyss, losing more
and more control along the way. We sign contracts without reading
them. People steal and hack, or worse, manipulate to gain access
to our deepest records without our explicit consent. We are then
watched over and tracked, exploited for increasing profit margins.
Our technology is our society’s greatest strength, but it is also each
individual’s greatest weakness.
I often hear anger expressed about the lack of consent
around data use. Many want to be able to see how their data is
used, and they want to be able to have some say in the market.
A lot of people think the convenience is worth the opacity, until
they understand the deeper problems with how their information
gets used. Data is a key currency within the digital market, and
it would be very difficult to remove it completely from such an
ingrained system. Additionally, a lot of data is used to better
understand people’s behavior, contributing to more innovation.
However, transparency in this market is the key to a better consumer
relationship, and an overall healthier data use system.

3%
18%

32%
Publicly admit mistakes and take
responsibility if they misuse or
compromise a users personal data

47%

5%
24%

Promptly notify users if their
personal data has been
misused or compromised

30%

41%
28

Source: Survey conducted June 3-17, 2019
“Americans and Privacy: Concerned, Confused, and
Feeling a Lack of Control Over Their Personal Information”
Pew Research Center
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% of adults who say they understand ______ about what
is being done with the data collected about them by

...

Companies

48

Government

55

34
25
17
11
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Source: Survey conducted June 3-17, 2019
“Americans and Privacy: Concerned, Confused, and
Feeling a Lack of Control Over Their Personal Information”
Pew Research Center

“People don’t realize that small data points
monitored continuously can be very predictive of
behaviors and health”

Inaccess/Consolidation
Why can’t we see our medical records? The sheer lack of people
that have access to their electronic medical records is astonishing.
From the surveys I have conducted, at least 60% have not had
access to a comprehensive record, and many respondents did not
know what a comprehensive record was to begin with. It’s as if these
records are being held behind a giant impenetrable wall, keeping
the individual patient out even though it was originally built to protect
our privacy. You can see them if you request them in person, or have
access to a fax machine, or happen to go to a hospital that has
a patient portal (though of course you will only see that hospital’s
records). The intentions are good, and enforced by law, however
by keeping records separate and access limited, you reduce
patients’ knowledge of their own records, cause problems at every
healthcare professional office, and risk complications like adverse
drug interactions.
A key way to create a comprehensive record is for there
to be some way to incentivize large scale electronic health record
(EHR) and healthcare systems to allow access. EHR systems could
be mandated to give consolidation privileges to a governmental
entity, similar to the National Health Service in the UK or South
Korea’s Nation Health Insurance system. The systems could allow
other systems to communicate with them, however there is no real
incentive unless that is mandated as well. What about allowing a
third party access to these records? Assuming approval from the
Federal Trade Commission (FTC), how would the third party provide
incentivization? You could provide more data points through medical
exchanges within the platform that provided access to the patient.
The EHR systems could sell that to researchers and larger companies
to make more money, but this feels beside the point. The other option
is for the consumer to pay as a way to bypass the need to create
access incentives in the data market.

Dr. Mona Sobhani, Head of Research,
USC Center for Body Computing
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% of adults who say they think there should be ______ of what companies
can do with their costumers’ personal information
8

Less
government
regulations

75

16

More
government
regulations

The same
government
regulations
Source: Survey conducted June 3-17, 2019
“Americans and Privacy: Concerned, Confused, and
Feeling a Lack of Control Over Their Personal Information”
Pew Research Center

Acceptable

The big wall of legal protocol isn’t just an arbitrary piece of the
security protecting us. It also protects those who have the control.
It keeps intellectual property under the guise of protections. Large
scale medical systems want and need to protect their systems so that
others can’t use it, as required by a capitalist system, but in doing
so, they restrict essential information from the people who provide
data in the first place. This is information people want and need, and
could ultimately radically change their healthcare experience in a
system that focuses more on billing than it does on patient care.
There is also a general consensus among doctors that
people cannot handle that much medical information despite
multiple research studies that show otherwise. How much information
is too much? At what point do we overwhelm and shutdown versus
enlighten and grow?
The three ways to get access to these protected spaces are
governmental intervention, systemic communication, or through
monetary compensation to avoid the losses incurred through
exposing information. These companies are not villains. They are
trying to survive in a system that pits them against one another. We
need to find a way to work with them in order to grow together. If
more information became available, we could see and study how it
actually affects the patient. Patient care may change, and the patient
doctor relationship will shift. For many years we saw doctors as all
knowing, and in many ways they are, but we should be able to help
them by knowing our own histories and needs without relying on
misinformation from WebMD or Google. The system may be flawed,
but there are ways to work between the threads and weave a way
to better patient access.

52%

Not Acceptable
It Depends

Gatekeepers/Trust

26%
20%
Source: Survey conducted June 28-Feb 15, 2015
Pew Research Center
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Interview

Interview 3
How do you generally define privacy?
To do it generally, it’s about the guarding and control of information, and choosing who
is privy to it.
At what point do you consider that your privacy has been violated?
I do think about web privacy as I’m using it, but I also think about in person situations,
like privacy in the shower. Are the blinds down? Is the curtain closed? When I was
living in my little studio apartment I would be thinking about if anyone can see in.
With people I know, I don’t guard a lot of my information. I’m more worried about
someone I don’t know getting information from me. Especially digitally, with financial
things. I don’t have the best understanding of how data is tracked. If I open my bank
app on public wifi versus private, what are the levels of capability. I think about it but I
don’t understand it.
Say you went to the doctor and received a diagnosis, and then the doctor
used that data without any other identifying factors. They then used
that information develop a new drug which was commodified. Would
you feel like that was a violation of your privacy, and would you want
compensation?
Ideally I would be like, ’It’s my information, you can’t have it’. At this point they are
taking and using it. Even if the drug is helpful, these companies use the money is
terrible ways that it doesn’t make up for the data use. These things aren’t helping in
they way they should. I would want some sort of anonymous systematic payment on
my tax returns or something. I don’t want a check in the mail from this pharmaceutical
company. I don’t want there to be any perceived or contrived permission.
Anonymous
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Opportunity
After seeing all of the evidence around data access, hearing the
wants, fears, needs that people have told me throughout interviews
testing these experiments, I was overwhelmed. Tackling one of the
largest issues in our current technological age is impossible for one
single graduate student to accomplish. That wasn’t going
to stop me from trying.
Medicine is something that we love to hate. In the United
states, we often go to the doctor as a last resort. Our billing system
renders a visit to the doctor unaffordable unless you are a part of an
insurance system. Even then, going to the doctor’s office is a pain:
refilling out paperwork that may have been done dozens of times
before, retelling a history to the doctor as you bounce from specialist
to specialist. This is a story I’ve heard many times from friends,
family,and strangers, and even seen recognized as a problem by
experts. It becomes even more problematic as you get older, or the
frequency of visits increases, or both.
Folding data management into this general ire for the
healthcare system universally elicits groans. As described, data
accessibility, management, and education is impenetrable in the best
of times, and when you tie in universal governmental protections
(FTC+HIPAA), individual industry intellectual property, and a
competitive market for electronic recording systems, you get a lot
of tight lips. There are many healthcare portals and management
systems that are supposed to give access to patients, and most are
successful, but the lack of interoperability leaves people confused and
overwhelmed, especially when there is a lot of data involved.
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The opportunity here is for medical records to be made available
outside of healthcare systems in a comprehensive way for patients.
Pulling from the experiments, one way to provide that access is to
provide an easily navigable platform to display information about how
health data is collected and exchanged. This record tracking could allow
a patient to feel more control and agency in their own healthcare. What
if you receive an errant medical bill? One patient I interviewed described
months of trying to figure out how they got charged a lot of money for
extra testing without their explicit consent, and how they eventually
submitted to paying the bill. With a system described above, they would
be able to track the majority of informational exchanges. The patient
could look at the app and find the condition being treated or location
where they were treated. They could tap into that visit, view the string
of information exchanges, see who sent the expensive test, and be able to
directly reference the moment of lack of consent when talking to billing.
The patient would have more control as a result of accessibility and
transparency, and would be subsequently educated through the process of
finding a specific health data point.
Along with this main feature of record tracking, there
would be four other main features that highlight possible errors in
data management: prescriptions, billing, providers, and wearable
tech. Prescriptions would allow a patient to track possible negative
interactions, and billing would be another avenue for managing
costs. Displaying healthcare providers would better help facilitate
communication and track previous interactions and appointments. The
wearable tech feature opens up the patient to the larger world of shadow
health information, or information that is collected and used for health
purposes but isn’t protected by larger regulation. This is the portal to
understanding the transfer of data outside of protected medical records,
and though not the main part of the app, a crucial moment to start a
conversation about privacy within healthcare, especially as wearable data
is folded into our medical records.
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Opportunity

The reality is that a system like this cannot be made today. A lack
of access to health systems and incredibly important but outdated
privacy laws makes this sort of comprehensive database impossible.
Realizing the futility in a governmental intervention in a short
period of time, there needed to be a shift in approach. What I have
decided to do is frame the problem as a commercial one while trying
to keep it as close to the ideals of transparency and accessibility as
possible. In the proposal, I decided not to include the option to sell
the data collected, because that would be ethically questionable
and counterintuitive to the goal of gaining patient trust. Billing
the user aligns more with those goals. How much would a startup
company have to pay a large scale EHR system like Epic or Cerner
in order to gain access assuming you could gain the approval from
the government? I could not tell you. After a year of trying to get
in contact with a representative from as many EHR systems I could
reach, I haven’t received a response. Regardless of how much you
would have to pay to incentivize, we know it would cost something
for the consumer. Instead, I’ll ask what users are willing to pay for
this service. What does the cost versus convenience ratio look like in
a healthcare situation for the patient?
The second two pieces are both speculative in nature. This
system is to exist as a filter between the EHR database and the
patient, bringing information from pre existing systems and showing
it to the patient. The goal is for this system to have no central
database and to only pull from existing databases. After talking to
experts early on, it seems as though this is possible, though a huge
undertaking with lots of hurdles. Rather than trying to tackle the
development side of it, I focused on the user experience and design
as an avenue to start questioning. Whether or not it works is less
important than inducing a conversation. The second speculation is
if something like this could exist within governmental standards.
Based on research from Pew, there are moves towards a more patientconvenient medical records system, pushed forward by governmental
committees. As we move towards a more communication friendly
version of a law like HIPAA, there will be a need for an app that’s as
explicit as what I’ve described.
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Persona
These four personas are designed and built based upon the interviews and
research conducted. Each one represents a different group of people I ran
across in the research. They build upon real stories with real and active
patients within the medical system. They helped guide the feature sets
of the platform, and guide decision making around the architecture and
process of the application.

Health Aware

Caretaker

Health Focused

Data Conscious

Platform, 1st Iteration

Acute, 1st Iteration
The first round of the tested prototype,
featuring access to multiple visualizations
of records, prescriptions,
and appointments.
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Building Access

Left:
Explainer advertisement introduction. These help
to relate to our common issues when dealing with
healthcare information

Below:
Excerpts from various explainer advertisements.
These introduce various pieces of the application,
and what you can access.

To represent accessibility are a series of
short explainer videos that describe why this
system is need. The provide access through
demystifying language, providing entry
points to health data management, and entice
the key users to investigate further. There are
5 in total, 4 for different value propositions,
and a 5th to explain the overall health system
that this platform stands to intersect.
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Verify

“I have no money, steal my identity”
“The payment system is reassuring to me”
“I’m very interested in looking at my doctor’s notes.”
“I need more clarity in what is interactive and what’s not”
“The only apps that I’ve paid for were recommended to me.”
“After clicking through all the buttons I would figure it out pretty quickly”
“Blood pressure never makes sense to me, and this is the least it’s made sense to me”

He sat, gazing with blank eyes at the prototype on the screen.
“What do I do now?” he asked, confused by the lack of direction
in the app. “You tap the screen” I said, looking calm but feeling
incredulous. User testing may be the most eye opening part of
design. It’s amazing what designers miss when making a thing,
especially thinking across multiple user groups. Something you miss
can profoundly alter someone’s interaction with it.
This first round of testing showed a need for a consistent interactivity,
a clarity in button choice and a shift in architecture. After testing
among 10 users, ages ranging from 23-55, 6 women and 4 men, a
shift in the design was clearly needed. The on-boarding process built
enough trust for all to feel comfortable putting in their social security
number (figuratively) and the organization of information on each
individual page was clear enough to operate.
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Platform, Various Iterations
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File Management

Health App Tracking

Accessing a comprehensive medical
record, with options to dive deeper
or favorite recurring records.

View apps that are exchanging health
data, education on privacy policies,
activate or deactivate subscriptions
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Platform
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Prescription Tracking

Health Provider Roster

Viewing current and past prescriptions,
managing negative interactions, and
seeing uses for each

Access a list of all previous providers,
with contact information and past
and upcoming appointments.
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Platform

Billing
View costs for health care, access
individual charges , view errant or
unplanned medical bills
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Re-Verify

With an abrupt change in tone, she looked at me and said “I don’t
understand how this fits with the rest of the app?”, inflecting the end
like she wasn’t sure of what to say. What is the question? As the
zoom calls pushed by through iterations two, three and sometimes
four of some of the pieces of the app, it became clear that things
were working well together. Many pieces move between and with
each other to provide the information you’re looking for. The one
exception is the health data tracking piece. Every person seemed to
look at it with questioning eyes that lacked the understanding of how
this fit with the others. Each time after a quick explanation it became
clear, but even then it was hard to facilitate use of that
particular piece.
With some evolution, it became a page about education,
with a more passive role than the others. Even though this education
is important to the story of this app, and highlights a lot of the
research, I decided that it would be better off living in a separate
platform, where it could grow and change as it sees fit, rather than
being restricted to accessibility within EHR systems. The rest of the
four features have been edited and changed to convey a more
unified design aesthetic, and venture towards a reality where this
could exist.
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Health App Tracking
Final iteration, allowing for more
education on the subject of data transfer
and sharing.
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Reflection
When this project started, the goal was to reinforce privacy across
the board. Data consumption was the enemy to anyone looking for
autonomy in their lives. It felt like an apocalyptic level of breaches
were happening at every moment. The more you read into it, the
scarier it seems. Journalistic sensationalism painted data mining as
the end of our privacy as we know it. In many ways it can be. The
way data has been taken and used by certain companies has resulted
in financial and social manipulation of many people. Even so, that
doesn’t mean it is all bad. Data, especially in healthcare, can be used
to help millions of people, to better understand chronic illnesses, and
to help patient experience.
Data is both the problem and the solution. So I chose to work
within the pre-existing system of health data transfer rather than to
repeat what we have already seen in the articles previously mentioned.
The journey has been literally and figuratively winding. A large part of
this thesis process is about developing a design practice for ourselves.
It is not only the creation of something for the field of design, but also
creating a system for yourself. Figuring out how to broaden the scope,
and tighten it again without losing importance was a difficult thing.
My design practice became easier to define, but harder to implement
as its focus shifted back and forth. The goal has changed as much as
the path itself, and it has afforded the wide breadth of knowledge to
justify the product I’ve created.
This project evolved to walk the line between speculation
and reality, with the former being held within this book and the latter
being within the product. How can you invite those around you to see
through the cracks forming? How do you avoid unhelpful apocalyptic
predictions? By proposing one of many answers. By pushing the
product as close to reality as possible, the power is that it can
highlight the “itchiness” around data collection described by so many
designers. Why do you have to pay for your data? How is this getting
used? Why can’t this exist now?
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From a functional standpoint, the design processes that are ingrained in
this project are directly applicable to other products: A robust research
phase with experimental productions to test the theories. Then, a honing
of scope to a detailed topic, with another explosion of research on that
piece to better understand the field. Then, creation, prototyping and
testing as a cycle until you have honed in on a product that can hold a
place. This technique can be used across mediums to produce a personal
piece of interactivity, while also being versatile enough to apply to
speculative and discursive styles. This technique is not at all exclusive to
me. In fact, the divergent/convergent style of design work is taught widely
as “design thinking”. On its own, it yields good work. The true takeaway
is understanding how to tweak and shift this methodology to apply to
different things, and that’s how you can make the step from good to great.
Build a good base, then customize.
My year of graduation was also the first year of the novel
coronavirus, and while I was trying to complete this project, I was also
trying to manage myself during a pandemic outbreak, deal with the daily
life of a nationwide quarantine, and make masks for myself, my family,
and first responders. This crisis put into stark contrast my desire as an
individual versus those of a collective society. I don’t say this as an excuse,
but more as a wake up call for the needs of healthcare in the US. This
product wouldn’t have been very useful before the outbreak, but could
have possible repercussions as we move forward. Something like this
could make it easier to see test results, or verify medical visits without
obtrusive partnerships with outside tech companies. It also made me
better appreciate the things I do have. It was a big shift in the journey, but
brought forth a collectivist mindset that I never thought I had.
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Reflection

I’m sitting in the waiting room of my new doctor’s office, and
I’m perusing my Acute app, refreshing myself on previous visits and
medical history. The blue walls seem to brighten the space as I wait to be
called. After about 10 minutes, I get called by the intake nurse who takes
me straight back to my room. Having provided them with access to my
Acute account when I signed in, I responded to her verifying questions.
She takes my vitals and leaves. The doctor comes in after a few moments
later and takes my vitals again, verifying the information, and then goes
through the usual yearly check up. We discuss sexual health, referencing
my regular testing. They ask about how I’m eating, sleeping, and what
my mental status is. On the way out I stop by the billing desk, where they
tell me not to worry about my insurance card, and ask me to pay the $20
copay. As I leave the offices, I check my app and see the visit at the top, the
cost, and the data is headed next.
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